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PREFACE

Please note that although most chapters of this documentation apply generally to all versions of VeraCrypt,
some sections are primarily aimed at users of the Windows versions of VeraCrypt. Hence, such sections may
contain information that is inappropriate in regards to the Mac OS X and Linux versions of VeraCrypt.

Introduction

VeraCrypt is a software system for establishing and maintaining an on-the-fly-encrypted volume
(data storage device). On-the-fly encryption means that data is automatically encrypted right before
it is saved and decrypted right after it is loaded, without any user intervention. No data stored on an
encrypted volume can be read (decrypted) without using the correct password/keyfile(s) or correct
encryption keys. Entire file system is encrypted (e.g., file names, folder names, contents of every
file, free space, metadata, etc).

Files can be copied to and from a mounted VeraCrypt volume just like they are copied to/from any
normal disk (for example, by simple drag-and-drop operations). Files are automatically being
decrypted on the fly (in memory/RAM) while they are being read or copied from an encrypted
VeraCrypt volume. Similarly, files that are being written or copied to the VeraCrypt volume are
automatically being encrypted on the fly (right before they are written to the disk) in RAM. Note that
this does not mean that the whole file that is to be encrypted/decrypted must be stored in RAM
before it can be encrypted/decrypted. There are no extra memory (RAM) requirements for
VeraCrypt. For an illustration of how this is accomplished, see the following paragraph.

Let’s suppose that there is an .avi video file stored on a VeraCrypt volume (therefore, the video file
is entirely encrypted). The user provides the correct password (and/or keyfile) and mounts (opens)
the VeraCrypt volume. When the user double clicks the icon of the video file, the operating system
launches the application associated with the file type — typically a media player. The media player
then begins loading a small initial portion of the video file from the VeraCrypt-encrypted volume to
RAM (memory) in order to play it. While the portion is being loaded, VeraCrypt is automatically
decrypting it (in RAM). The decrypted portion of the video (stored in RAM) is then played by the
media player. While this portion is being played, the media player begins loading another small
portion of the video file from the VeraCrypt-encrypted volume to RAM (memory) and the process
repeats. This process is called on-the-fly encryption/decryption and it works for all file types (not
only for video files).

Note that VeraCrypt never saves any decrypted data to a disk — it only stores them temporarily in
RAM (memory). Even when the volume is mounted, data stored in the volume is still encrypted.
When you restart Windows or turn off your computer, the volume will be dismounted and files
stored in it will be inaccessible (and encrypted). Even when power supply is suddenly interrupted
(without proper system shut down), files stored in the volume are inaccessible (and encrypted). To
make them accessible again, you have to mount the volume (and provide the correct password
and/or keyfile).



Beginner’s Tutorial

How to Create and Use a VeraCrypt Container

This chapter contains step-by-step instructions on how to create, mount, and use a VeraCrypt
volume. We strongly recommend that you also read the other sections of this manual, as they
contain important information.

STEP 1:

If you have not done so, download and install VeraCrypt. Then launch VeraCrypt by double-clicking

the file VeraCrypt.exe or by clicking the VeraCrypt shortcut in your Windows Start menu.

STEP 2:

i =

- VeraCrypt

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption algorithm Type &= l

:_’E:
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:_‘R:
-5t
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IL Create Volume ]l Volume Properties... Wipe Cache

Volume

v I Select File..., ]
=1 [V]Never save history
- [ Volume Tools... | | Select Device... ]

Mount I [ Auto-Mount Devices | \ Dismount Al ] ’ Exit J

The main VeraCrypt window should appear. Click Create Volume (marked with a red rectangle for
clarity).



STEP 3:

r ¥ B
- VeraCrypt Volume Creation Wizard — =

VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information
(") Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume,

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

More information about system encryption

VERA CRYPT

The VeraCrypt Volume Creation Wizard window should appeatr.

In this step you need to choose where you wish the VeraCrypt volume to be created. A VeraCrypt
volume can reside in a file, which is also called container, in a partition or drive. In this tutorial, we
will choose the first option and create a VeraCrypt volume within a file.

As the option is selected by default, you can just click Next.

Note: In the following steps, the screenshots will show only the right-hand part of the Wizard window.



STEP 4:

Volume Type

@ Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

(") Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

[ Help ] [ < Back i[ Next = ] [ Cancel

In this step you need to choose whether to create a standard or hidden VeraCrypt volume. In this
tutorial, we will choose the former option and create a standard VeraCrypt volume.

As the option is selected by default, you can just click Next.



STEP 5:

Volume Location

v I Select File, .. I

[V] Mever save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc, A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created,

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

e [ e s

In this step you have to specify where you wish the VeraCrypt volume (file container) to be created.
Note that a VeraCrypt container is just like any normal file. It can be, for example, moved or deleted
as any normal file. It also needs a filename, which you will choose in the next step.

Click Select File.

The standard Windows file selector should appear (while the window of the VeraCrypt Volume
Creation Wizard remains open in the background).

10



STEP 6:

r ™y
- Specify Path and File Name [ﬁ]
@le » Computer » Local Disk (F:) » Data vI ¢4 | N Search Data jo

Organize » New folder 3= - (7))
il Git 2 Name Date modified
J Music
b= Pictures

No items match your search.

=|| Subversion

B# videos ‘

18 Computer ‘
&, Local Disk (C) =
. Local Disk (D:)
= Local Disk (F:)

v e m )
File name: | My Velume P
Save as type: | All Files (*.%) v
“ Hide Folders | sae || Concel |

A

In this tutorial, we will create our VeraCrypt volume in the folder F:\Data\ and the filename of the
volume (container) will be My Volume (as can be seen in the screenshot above). You may, of
course, choose any other filename and location you like (for example, on a USB memory stick).
Note that the file My Volume does not exist yet — VeraCrypt will create it.

IMPORTANT: Note that VeraCrypt will not encrypt any existing files (when creating a
VeraCrypt file container). If you select an existing file in this step, it will be overwritten and
replaced by the newly created volume (so the overwritten file will be lost, not encrypted).
You will be able to encrypt existing files (later on) by moving them to the VeraCrypt volume
that we are creating now.’

Select the desired path (where you wish the container to be created) in the file selector.

Type the desired container filename in the File name box.

Click Save.

The file selector window should disappear.

In the following steps, we will return to the VeraCrypt Volume Creation Wizard.

" Note that after you copy existing unencrypted files to a VeraCrypt volume, you should securely erase (wipe) the original
unencrypted files. There are software tools that can be used for the purpose of secure erasure (many of them are free).

11



STEP 7:

Volume Location
F:\Data\My Volume v
[V Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc, A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created,

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files {later
on) by moving them to the VeraCrypt container that you are about
to create now.

| Hep | | <Back | mext> || [ cancel |

In the Volume Creation Wizard window, click Next.

STEP 8:

Encryption Options

Encryption Algorithm

|AES v|[  Test |

FIPS-approved cpher (Rijndael, published in 1998) that may be
used by U.S. government departments and agendes to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

Hash Algorithm
[SHA-512 v] Information on hash algorithms

| Hep | | <Back Next > jl[ Cancel |

Here you can choose an encryption algorithm and a hash algorithm for the volume. If you are not
sure what to select here, you can use the default settings and click Next (for more information, see
chapters Encryption Algorithms and Hash Algorithms).

12



STEP 9:

Volume Size

so KB @MB  ()GB

Free space on drive F:\ is 27.87 GB

Please spedfy the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB,

[ Help J [ < Back [NexT]I Cancel

Here we specify that we wish the size of our VeraCrypt container to be 250 megabyte. You may, of
course, specify a different size. After you type the desired size in the input field (marked with a red
rectangle), click Next.

13



STEP 10:

Volume Password

Password: 0000000000000 000000000000

conﬁrm: SO000R00RRRRORRORRIRROIRRNNY

[7] Use keyfiles
|| Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ * =$§* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help ] [ < Back i' Next > |I Cancel

This is one of the most important steps. Here you have to choose a good volume password.

Read carefully the information displayed in the Wizard window about what is considered a good
password.

After you choose a good password, type it in the first input field. Then re-type it in the input field
below the first one and click Next.

Note: The button Next will be disabled until passwords in both input fields are the same.

14



STEP 11:

Volume Format

Options

Filesystem |FAT  w | Cluster |Default v | []Dynamic

Random Pool: FES07E4453BAA3ATE3R6T899F7CT676B.. 'l'»
Header Key:
Master Key:

Done | Speed Left|

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys, Then
dlick Format to create the volume.

[ Help ’ [ < Back Format Cancel

Move your mouse as randomly as possible within the Volume Creation Wizard window at least for
30 seconds. The longer you move the mouse, the better. This significantly increases the
cryptographic strength of the encryption keys (which increases security).

Click Format.

Volume creation should begin. VeraCrypt will now create a file called My Volume in the folder
F:\Data\ (as we specified in Step 6). This file will be a VeraCrypt container (it will contain the
encrypted VeraCrypt volume). Depending on the size of the volume, the volume creation may
take a long time. After it finishes, the following dialog box will appear:

r Y
VeraCrypt Volume Creation Wizard &I

{0} The VeraCrypt volume has been successfully created.

——

Click OK to close the dialog box.

15



STEP 12:

Volume Created

The VeraCrypt volume has been created and is ready for use. If you
wish to create another VeraCrypt volume, dick Next. Otherwise, dick
Exit.

Help ’ | < Back “ Next > ‘ Exit

We have just successfully created a VeraCrypt volume (file container).

In the VeraCrypt Volume Creation Wizard window, click Exit.

The Wizard window should disappear.

In the remaining steps, we will mount the volume we just created. We will return to the main
VeraCrypt window (which should still be open, but if it is not, repeat Step 1 to launch VeraCrypt and
then continue from Step 13.)

16



STEP 13:

-
- VeraCrypt R s

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption algorithm Type =

4
m

[ Create Volume ] Volume Properties... 1 \ 7 Wipe Cache \

Volume

v [ seectrie.. |

H% Never save history [ = ] [ T ]

Mount Auto-Mount Devices Dismount Al Exit

Select a drive letter from the list (marked with a red rectangle). This will be the drive letter to which
the VeraCrypt container will be mounted.

Note: In this tutorial, we chose the drive letter M, but you may of course choose any other available
drive letter.
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STEP 14:

-
- VeraCrypt RS

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption algorithm Type

L E:
(-2

e K

o’ N

= O

S

m

=P

' Q:
=R

-5t

Wipe Cache

[ Create Volume ] Volume Properties...

Never save history [ e J [ ST

Mount Auto-Mount Devices Dismount All Exit

Click Select File.

The standard file selector window should appear.

18




STEP 15:

f

~
- Select a VeraCrypt Volume ﬂ

@Qvl .. » Computer » Local Disk(F:) » Data v | ¢4 '| Search Data ,O‘

Organize ¥ New folder =~ i @

-

Name Date modified Type

4 Libraries

y ‘ || My Veolume 12730/201411:28 ...  File
3 Documents —_—

il Git
&' Music

|/ Pictures
=1 Subversion

|
B videos ‘

1M Computer L=
&, Local Disk (C:)
- Local Disk (D:)

= Local Disk (F:) > < m |

File name: My Volume - [AllFiles () -

| [ Open |I Cancel

In the file selector, browse to the container file (which we created in Steps 6-11) and select it.
Click Open (in the file selector window).

The file selector window should disappear.

In the following steps, we will return to the main VeraCrypt window.
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STEP 16:

-
= Veracrypt [ Y

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption algorithm Type o
' £
= H

e’ K =
v N2
= 0:

P .
—'Q:
w'R:
-5

' T —

[ Create Volume ] Volume Properties... I \ Wipe Cache \
Volume

— F:\Data\My Volume - [ Select File.., ]

[¥] Never save history
(% | voumeToos.. | | SelectDevice... |
o tmioess. )| [vamain ) [

In the main VeraCrypt window, click Mount. Password

prompt dialog window should appear.

STEP 17:

-
Enter password for F:\Data\My Volume

Password:] | [ OK |
PKCS-5 PRF: [Autodetgcﬁon v] ["] TrueCrypt Mode

["] cache passwords and keyfiles in memory

[~ | Display password
L [ Use keyfles | Keyfies.. | [Mountoptions... |

Type the password (which you specified in Step 10) in the password input field (marked with a
red rectangle).

STEP 18:
20



r )

Enter password for F:\Data\My Volume

PaSSWord: S0 RPNRROBRBRIORROIBIRERIINMNDS OK |
PKCS-5 PRF: I HMAC-SHA-512 > | (| TrueCrypt Mode Cancel

|| Cache passwords and keyfiles in memory

|| Display password
["Use keyfiles l Keyfiles... I IMount Options... }

o S

Select the PRF algorithm that was used during the creation of the volume (SHA-512 is the default
PRF used by VeraCrypt). If you don’t remember which PRF was used, just leave it set to
“autodetection” but the mounting process will take more time. Click OK after entering the
password.

VeraCrypt will now attempt to mount the volume. If the password is incorrect (for example, if you
typed it incorrectly), VeraCrypt will notify you and you will need to repeat the previous step (type
the password again and click OK). If the password is correct, the volume will be mounted.

(Continued on the next page.)
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FINAL STEP:

-
- VeraCrypt l =
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption algorithm Type L
= E:
-

[ Create Volume ] [ Volume Properties... ] Wipe Cache
Volume
F:\Data\My Volume v [ Select File... ]
Riterec e | volmeTools... | | SelectDevice... |
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We have just successfully mounted the container as a virtual disk M:

The virtual disk is entirely encrypted (including file names, allocation tables, free space, etc.) and
behaves like a real disk. You can save (or copy, move, etc.) files to this virtual disk and they will be
encrypted on the fly as they are being written.

If you open a file stored on a VeraCrypt volume, for example, in media player, the file will be

automatically decrypted to RAM (memory) on the fly while it is being read.

Important: Note that when you open a file stored on a VeraCrypt volume (or when you write/copy a
file to/from the VeraCrypt volume) you will not be asked to enter the password again. You need to
enter the correct password only when mounting the volume.

You can open the mounted volume, for example, by selecting it on the list as shown in the
screenshot above (blue selection) and then double-clicking on the selected item.

(Continued on the next page.)
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You can also browse to the mounted volume the way you normally browse to any other types of
volumes. For example, by opening the ‘Computer’ (or ‘My Computer’) list and double clicking the
corresponding drive letter (in this case, it is the letter M).

@-Q'Fl" » Computer » 'I" sk

Organize ¥ Properties System properties  »

&) Documents 4 Name ’ Type

oy - Local Disk (F) Local Disk

@ MUSIC = Big (H:) Local Disk

h,: Pncturesﬁ |z| s lomegaHDD (L) Local Disk

=)l Subversion _w Local Disk (M:) Local Disk

B Videos ) e .

4 Devices with Removable Storage (2)

8 Computer 5 DVD RW Drive (G:) CD Drive

&, Local Disk (¢~ < | i

You can copy files (or folders) to and from the VeraCrypt volume just as you would copy them to
any normal disk (for example, by simple drag-and-drop operations). Files that are being read or
copied from the encrypted VeraCrypt volume are automatically decrypted on the fly in RAM
(memory). Similarly, files that are being written or copied to the VeraCrypt volume are automatically
encrypted on the fly in RAM (right before they are written to the disk).

Note that VeraCrypt never saves any decrypted data to a disk — it only stores them temporarily in
RAM (memory). Even when the volume is mounted, data stored in the volume is still encrypted.
When you restart Windows or turn off your computer, the volume will be dismounted and all files
stored on it will be inaccessible (and encrypted). Even when power supply is suddenly interrupted
(without proper system shut down), all files stored on the volume will be inaccessible (and
encrypted). To make them accessible again, you have to mount the volume. To do so, repeat
Steps 13-18.

(Continued on the next page.)
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If you want to close the volume and make files stored on it inaccessible, either restart your
operating system or dismount the volume. To do so, follow these steps:

7 - " N
. VeraCrypt lw

Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption algorithm Type i
' E:

:‘J:

[ Create Volume Volume Properties... Wipe Cache
Volume
F:\Data\My Volume v [ Select File... ]
= [¥]Never save history
= [ Volume Tools. .. | | Select Device... ]
1 [ Dismount Auto-Mount Devices ’ [ Dismount Al ] ‘ Exit ]

A

Select the volume from the list of mounted volumes in the main VeraCrypt window (marked with a
red rectangle in the screenshot above) and then click Dismount (also marked with a red rectangle
in the screenshot above). To make files stored on the volume accessible again, you will have to
mount the volume. To do so, repeat Steps 13-18.

How to Create and Use a VeraCrypt-Encrypted Partition/Device

Instead of creating file containers, you can also encrypt physical partitions or drives (i.e., create
VeraCrypt device-hosted volumes). To do so, repeat the steps 1-3 but in the step 3 select the
second or third option. Then follow the remaining instructions in the wizard. When you create a
device-hosted VeraCrypt volume within a non-system partition/drive, you can mount it by clicking
Auto-Mount Devices in the main VeraCrypt window. For information pertaining to encrypted system
partition/drives, see the chapter System Encryption.

Important: We strongly recommend that you also read the other chapters of this manual, as
they contain important information that has been omitted in this tutorial for simplicity.
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VeraCrypt Volume

There are two types of VeraCrypt volumes:
¢ File-hosted (container)
e Partition/device-hosted (non-system)

Note: In addition to creating the above types of virtual volumes, VeraCrypt can encrypt a physical
partition/drive where Windows is installed (for more information, see the chapter System
Encryption).

A VeraCrypt file-hosted volume is a normal file, which can reside on any type of storage device. It
contains (hosts) a completely independent encrypted virtual disk device.

A VeraCrypt partition is a hard disk partition encrypted using VeraCrypt. You can also encrypt
entire hard disks, USB hard disks, USB memory sticks, and other types of storage devices.

Creating a New VeraCrypt Volume

To create a new VeraCrypt file-hosted volume or to encrypt a partition/device (requires
administrator privileges), click on ‘Create Volume’ in the main program window. VeraCrypt Volume
Creation Wizard should appear. As soon as the Wizard appears, it starts collecting data that will be
used in generating the master key, secondary key (XTS mode), and salt, for the new volume. The
collected data, which should be as random as possible, include your mouse movements, key
presses, and other values obtained from the system (for more information, please see the section
Random Number Generator). The Wizard provides help and information necessary to successfully
create a new VeraCrypt volume. However, several items deserve further explanation:

Hash Algorithm

Allows you to select which hash algorithm VeraCrypt will use. The selected hash algorithm is used
by the random number generator (as a pseudorandom mixing function), which generates the
master key, secondary key (XTS mode), and salt (for more information, please see the section
Random Number Generator). It is also used in deriving the new volume header key and secondary
header key (see the section Header Key Derivation, Salt, and Iteration Count).

For information about the implemented hash algorithms, see the chapter Hash Algorithms.

Note that the output of a hash function is never used directly as an encryption key. For more
information, please refer to the chapter Technical Details.

Encryption Algorithm

This allows you to select the encryption algorithm with which your new volume will be encrypted.
Note that the encryption algorithm cannot be changed after the volume is created. For more
information, please see the chapter Encryption Algorithms.
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Quick Format

If unchecked, each sector of the new volume will be formatted. This means that the new volume
will be entirely filled with random data. Quick format is much faster but may be less secure because
until the whole volume has been filled with files, it may be possible to tell how much data it

contains (if the space was not filled with random data beforehand). If you are not sure whether to
enable or disable Quick Format, we recommend that you leave this option unchecked. Note that
Quick Format can only be enabled when encrypting partitions/devices.

Important: When encrypting a partition/device within which you intend to create a hidden volume
afterwards, leave this option unchecked.

Dynamic

Dynamic VeraCrypt container is a pre-allocated NTFS sparse file whose physical size (actual disk
space used) grows as new data is added to it. Note that the physical size of the container (actual
disk space that the container uses) will not decrease when files are deleted on the VeraCrypt
volume. The physical size of the container can only increase up to the maximum value that is
specified by the user during the volume creation process. After the maximum specified size is
reached, the physical size of the container will remain constant.

Note that sparse files can only be created in the NTFS file system. If you are creating a container
in the FAT file system, the option Dynamic will be disabled (“grayed out”).

Note that the size of a dynamic (sparse-file-hosted) VeraCrypt volume reported by Windows and by
VeraCrypt will always be equal to its maximum size (which you specify when creating the volume).
To find out current physical size of the container (actual disk space it uses), right-click the container
file (in a Windows Explorer window, not in VeraCrypt), then select Properties and see the

Size on disk value.

WARNING: Performance of dynamic (sparse-file-hosted) VeraCrypt volumes is significantly worse
than performance of regular volumes. Dynamic (sparse-file-hosted) VeraCrypt volumes are also
less secure, because it is possible to tell which volume sectors are unused. Furthermore, if data is
written to a dynamic volume when there is not enough free space in its host file system, the
encrypted file system may get corrupted.

Cluster Size

Cluster is an allocation unit. For example, one cluster is allocated on a FAT file system for a one-
byte file. When the file grows beyond the cluster boundary, another cluster is allocated.
Theoretically, this means that the bigger the cluster size, the more disk space is wasted; however,
the better the performance. If you do not know which value to use, use the default.

VeraCrypt Volumes on CDs and DVDs

If you want a VeraCrypt volume to be stored on a CD or a DVD, first create a file-hosted VeraCrypt
container on a hard drive and then burn it onto a CD/DVD using any CD/DVD burning software (or,
under Windows XP or later, using the CD burning tool provided with the operating system).
Remember that if you need to mount a VeraCrypt volume that is stored on a read-only medium
(such as a CD/DVD) under Windows 2000, you must format the VeraCrypt volume as FAT. The
reason is that Windows 2000 cannot mount NTFS file system on read-only media (Windows XP

and later versions of Windows can).
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Hardware/Software RAID, Windows Dynamic Volumes
VeraCrypt supports hardware/software RAID as well as Windows dynamic volumes.

Windows Vista or later: Dynamic volumes are displayed in the ‘Select Device’ dialog window
as\Device\HarddiskVolumeN.

Windows XP/2000/2003: If you intend to format a Windows dynamic volume as a VeraCrypt
volume, keep in mind that after you create the Windows dynamic volume (using the Windows Disk
Management tool), you must restart the operating system in order for the volume to be
available/displayed in the ‘Select Device’ dialog window of the VeraCrypt Volume Creation Wizard.
Also note that, in the ‘Select Device’ dialog window, a Windows dynamic volume is not displayed
as a single device (item). Instead, all volumes that the Windows dynamic volume consists of are
displayed and you can select any of them in order to format the entire Windows dynamic volume.

Additional Notes on Volume Creation

After you click the ‘Format’ button in the Volume Creation Wizard window (the last step), there will
be a short delay while your system is being polled for additional random data. Afterwards, the
master key, header key, secondary key (XTS mode), and salt, for the new volume will be
generated, and the master key and header key contents will be displayed.

For extra security, the portions of the randomness pool, master key, and header key can be
prevented from being displayed by unchecking the checkbox in the upper right corner of the
corresponding field:

Random Pool: ESFE9646993F47C18D1D419ECTBACB6F. | V!
Header Key: 9B15C66CCBE406BFOFS54C6SDCEIFEGAC..
Master Key: BFE17387B467E99BB5SACA937E4ERGSFD..

Note that only the first 128 bits of the pool/keys are displayed (not the entire contents).

You can create FAT (whether it will be FAT12, FAT16, or FAT32, is automatically determined from
the number of clusters) or NTFS volumes (however, NTFS volumes can only be created by users
with administrator privileges). Mounted VeraCrypt volumes can be reformatted as FAT12, FAT16,
FAT32, or NTFS anytime. They behave as standard disk devices so you can right-click the drive
letter of the mounted VeraCrypt volume (for example in the ‘Computer’ or ‘My Computer’ list) and
select ‘Format’.

For more information about creating VeraCrypt volumes, see also the section Hidden Volume.
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Favorite Volumes

Favorite volumes are useful, for example, in any the following cases:
e You have a volume that always needs to be mounted to a particular drive letter.

e You have a volume that needs to be automatically mounted when its host device gets
connected to the computer (for example, a container located on a USB flash drive or
external USB hard drive).

e You have a volum